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Security Executive Summary 
The world is changing in fundamental ways, impacting our businesses, our customers, and 
our infrastructure. 

 More data—machine-generated data is a key driver in the growth of the world’s data, 
which is projected to increase 15x by 2020 (representing 40% of the digital universe). 

According to IDC, the digital universe will reach 40 ZettaBytes (ZB) in 2020. Just to put 
that in perspective, in 2015, data was around 8.5 ZB. 

 More clients—Gartner, Inc. forecasts that 4.9 billion connected things will be in use in 
2015, up 30 percent from 2014, and will reach 25 billion by 2020.1 

With the data explosion and significant increases in clients on the network, there is also 
more opportunity for cybercrime through unprotected or under-protected endpoints. In 
2014, companies reported a 48% y/y increase of cyberattacks on their networks and it 
continues to grow.   

IT must continually protect confidential information, including employee identities and 
customer data, across multiple devices and environments. Digital data has huge benefits, 
but it is harder to secure. With expanding nodes and devices on the network—plus cloud 
and mobility—security risks and network vulnerabilities are a bigger problem than ever.  

Printers are not immune. Whether it’s a malicious cyberattack, an accidental internal 
breach, or regulatory and legal non-compliance, the cost of resolving a security breach can 
be huge. Costs can include fines or lawsuits, as well as lost business due to damaged 
reputation, diminished goodwill, customer turnover, and acquisition costs. 

Although investments in security are at an all-time high, successful cyber-attacks are still 
on the upsurge, both in number and sophistication. In fact, according to the Ponemon 
Institute, 92 percent of Forbes Global 2000 companies reported data breaches in the past 
year, with the average annual cost to resolve a cyber-attack amounting to $7.7 million.2 

HP is recognized as a leader in printing security: 

“HP’s strategy to put security at the heart of their managed print services 
portfolio is highly innovative and disruptive to a low growth, legacy segment 
of the managed services market.  Their offer delivers peace of mind to their 
customers while putting their competitors on notice.  Well done for an 
outstanding submission and impressive innovation, HP. 

 Technology Service Industry Association (TSIA)3  

HP has a robust and advanced print security portfolio. Its printers include 
advanced embedded functionality such as HP Sure Start (BIOS-level 
security), whitelisting and run-time intrusion detection. At the time of writing, 
HP is the only manufacturer to offer integration of printer event data with 
major security monitoring and incident detection tools such as Hewlett 
Packard Enterprise ArcSight, SIEMonster and Splunk. 

 Quocirca, “Global Print 2025 Study”, Louella Fernandes, March 2018 

                                                 
1 Gartner Says 4.9 Billion Connected "Things" Will Be in Use in 2015. 

http://www.gartner.com/newsroom/id/2905717 
2 CIOReview ”Managed Print Services: Your Secret Defense Against Internet Security Threats” CIOReview, 

September 2018. 
3 HP Internal, “HP wins TSIA 2017 STAR Awards Winners”, November 2017 



 

 
 

 

 
Page-2 

 

 

A further differentiator for HP is the depth of its multivendor security 
services. These include a robust security assessment of the print 
infrastructure followed by the development and deployment of a robust 
security plan that spans device, data and document workflows. HP reports 
that it has already conducted security assessments for 60 customers on a 
global scale. These services are delivered by credentialed print security 
advisors and then maintained within a Secure MPS program. HP is now 
extending these services to include a new retainer service that provides 
ongoing monitoring of a security plan; new implementation services and a 
new governance and compliance service. 

 Quocirca, "Print security: An imperative in the IoT era", Louella 
Fernandes, January 2017 

HP can help provide industry-leading end-to-end print security through our comprehensive 
portfolio of printer security features, solutions, and services. 

 Protect the device—embedded features and add-on solutions can help you defend 
your printers and network, and reinforce simple but effective security habits. Layers of 
security provide in-depth defenses. 

 Protect the data—stored or in transit, your data requires constant protection. HP 
security features and solutions can help ensure safe arrivals and usage. 

 Protect the document—integrate HP’s smart hardware and software solutions with 
your larger IT security plan to protect the sensitive information in your printed 
documents. 

 Fleet security monitoring and compliance—security monitoring and management 
solutions can help you identify vulnerabilities and establish a unified, policy-based 
approach to protecting data, strengthening compliance, and reducing risk—all while 
saving significant time and resources. 

 Print security services—lean on the leader in IT security and print management, 
saving you time, costs, and resources while improving your overall security posture. 

 HP Secure MPS Layered Approach—lean on the leader in IT security and print 
management, saving you time, costs and resources while improving your overall 
security posture. 

 Best in Class Print Security and Manageability—HP offers security like no 
one else. Our devices, solutions, and services provide the most secure printing 
infrastructure available. 

Testament to its long-term investment in print security, HP has the broadest 
and deepest portfolio of security solutions and services in market. It has created 
a compelling and scalable proposition that provides a layered security approach 
for businesses of all sizes. Its strong network and IT heritage has given it 
access to proven IT security expertise which it has fully leveraged in building its 
global print security team. 

 Quocirca, "Print security: An imperative in the IoT era", Louella Fernandes, 
January 2017 
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Figure 1. HP leverages our global expertise in providing print services that deliver the 
most secure devices, solutions, and services. 

 

Protect the Device 
Defend your network with the world’s most secure printing. Only HP print security offers 
real-time detection, automated monitoring, and built-in software validation to stop threats 
the moment they start. With HP, you’re more secure on every level, so the trouble that’s 
out there stays out. 

Print Security Features Automatically Detect and Stop Attacks 
HP business printers, from Pro through Enterprise, can automatically detect and stop a 
malware attack (and notify your system of potential trouble) during all phases of operation:  

During start up. The boot code (for Pro devices) or BIOS (for Enterprise devices) is a set of 
instructions used to load fundamental hardware components and initiate firmware. The 
integrity of the code is validated at every boot cycle—helping to safeguard your device 
from attack.  

When loading firmware. Only authentic, known-good HP firmware—digitally signed by 
HP—that has not been tampered with is loaded. If an anomaly is detected, the device 
reboots to a secure, offline state and waits for valid firmware to be loaded. 

During run-time. HP embedded features help protect devices while they are operational 
and connected to the network—when most attacks occur. HP devices detect and prevent 
unexpected changes to memory.  
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HP Enterprise Devices Can Self-Heal 
In addition to being able to detect and stop threats, HP Enterprise printers include security 
features that can automatically repair themselves from attack, to maximize uptime while 
minimizing IT interventions.  

 HP Sure Start is the industry’s only self-healing BIOS. If the BIOS is compromised, HP 
Sure Start forces a reboot and reloads with an embedded “golden copy.” 

 Run-time intrusion detection monitors memory and reboots in the event of an attack. 
Incident data can be sent to many security monitoring systems (SIEM) such as 
SIEMonster, ArcSight, or Splunk. This feature automatically triggers a reboot in the 
event of an attack or anomaly.4 

 HP JetAdvantage Security Manager, our print security compliance software, 
automatically assesses and, if necessary, remediates non-compliant security settings 
to comply with pre-established company policies.5 

Device Security Features 

 HP devices come with built-in encryption to help protect sensitive business information 
stored on hard drives. Use built-in device capabilities to securely overwrite stored data, 
and safely remove sensitive information. 

 Enable administrative access controls, so only IT staff or other authorized personnel 
are allowed to set up and configure printer settings.  

 Disable physical ports (such as USB or network ports) and unused protocols (such as 
FTP or Telnet) to prevent unauthorized access or use. Starting in Spring 2015, HP 
disabled FTP and Telnet by default. 

 HP business printers are certified as compliant with internationally recognized security 
standards, such as Common Criteria Certification (CCC) and FIPS 140.  

 At end of device life, HP Custom Recycling Services can ensure data is eliminated 
from hard drives before responsibly recycling old products. 

Protect the Data 
 Stored or in transit, your data requires constant protection. HP security features and 

solutions can help ensure safe arrivals and usage. 

 HP devices come with built-in encryption to help protect sensitive business information 
stored on printer hard drives. 

 The optional HP Trusted Platform Module (TPM) accessory can be added to the device 
to strengthen protection of encrypted credentials and data by automatically sealing 
device encryption keys to the TPM.  

 Unique device identity certificates can help protect your network. They are used to 
prove identity and encrypt data, enabling secure communication between trustworthy 
entities. HP JetAdvantage Security Manager provides efficient fleet management of 
unique identity certificates. 

                                                 
4 Select HP LaserJet Pro, OfficeJet Pro, and PageWide Pro devices include embedded features that can detect 

and stop an attack. For more information, please visit hp.com/go/PrintersThatProtect 
5 HP JetAdvantage Security Manager must be purchased separately. To learn more, please visit 

hp.com/go/securitymanager 
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Protect the Document 
Pull printing stores print jobs on a protected server, in the cloud, or on your PC. Users 
authenticate at their chosen print location to pull and print their jobs. These security 
measures also eliminate unclaimed prints, which can reduce cost and waste. HP has a 
range of pull print solutions to match your budget and business requirements. 

Protect Sensitive Information with HP Pull Print Solutions6  

HP’s strategy to put security at the heart of their managed print services 
portfolio is highly innovative and disruptive to a low growth, legacy segment 
of the managed services market.  Their offer delivers peace of mind to their 
customers while putting their competitors on notice.  Well done for an 
outstanding submission and impressive innovation, HP.7 

Figure 2.  HP Pull Print 

 

Workplace Privacy 
Printing, document security and compliance require changing user behaviors and methods 
of working. HP can help with advice and services based on proven best practices in 
change management procedures. 

Anti-Counterfeit 

 Embed tamper-evident features in the print-outs to prevent tampering or forgery 
 Lock input trays to protect sensitive paper stock (i.e., prescription paper, check stock) 

                                                 
6 HP Access Control must be purchased separately. To learn more, please visit hp.com/go/hpac. HP 

JetAdvantage Secure Print: Pull printing works with any network-connected printer or MFP. On-device 
authentication is available for many HP LaserJet, PageWide, and OfficeJet Pro devices and selected non-HP 
devices. Some devices may require a firmware upgrade. Internet connection required for cloud storage and 
retrieval of print jobs. Print-job release from a mobile device requires a network connection and QR code. For 
more information and a list of supported printers and MFPs, see hp.com/go/JetAdvantageSecurePrint. HP 
JetAdvantage Private Print is available only in North America and select European countries. Card reader is 
available for separate purchase for selected HP printers and MFPs with touchscreens. Learn more at 
hp.com/go/JetAdvantagePrivatePrint. 

7 HP Internal, “HP wins TSIA 2017 STAR Awards Winners”, November 2017  
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Fleet Security Monitoring and Compliance 

Fleet Solutions and Tools  
Security monitoring and management solutions can help you identify vulnerabilities and 
establish a unified, policy-based approach to protecting data, strengthening compliance, 
and reducing risk—all while saving significant time and resources. 

HP enables these security best practices: 

 Fleet-wide firmware updates 

 Automated monitoring and remediation of device settings (HP JetAdvantage Security 
Manager) 

 Print event data sent to incident detection (SIEM) tools 

 Compliance audit reporting of print fleet security 

HP Solutions 

 HP Security Manager—Efficiently deploy and monitor devices by applying a single 
security policy across the fleet, and secure new HP devices as soon as they are added 
to the network. 

 HP Web Jetadmin—Optimize and protect your imaging and printing assets with 
effective fleet management and reporting. 

Integrated Security and Workflow Solutions 
HP security and workflow solutions are designed to seamlessly integrate into your printing 
and imaging environment to improve productivity, minimize risk, and optimize your 
investment. Together, HP Access Control and JetAdvantage Connect solutions: 

 Help make printing more secure with multiple authentication options and encryption. 
You pick up your print job, not someone else. 

 Reduce cost by eliminating orphaned print jobs and reducing printing by up to 30%.  

 Reduce complexity by limiting print servers, cutting down on network traffic, and 
eliminating multiple drivers. The HP Access Control Enterprise print spooler supports 
over 10x devices compared to Windows print spooler.  

 Are Enterprise-ready, with support for mobile workers and delegate job retrieval. A 
broad range of HP and select non-HP devices are supported. 

 Make good business sense and fit your enterprise’s unique print culture.  

 Enable control of printing security, cost and management by changing printing 
behavior.  

 Give IT administrators and users the tools they need to make the most of print in the 
enterprise. 

 Maximize the return on HP printing technology. 
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Figure 3.  HP Solutions8 

 

 HP Access Control Secure Pull Printing—Allow users to dynamically print to the 
network and “pull” jobs to any solution-enabled HP device. Pull printing virtually 
eliminates unclaimed documents, increases the efficiency of mobile workers, and 
reduces IT administrative burdens.  

 HP Access Control Job Accounting—Track the use of devices and supplies across 
the enterprise. Use that information to allocate print costs appropriately, inspire users 
to print more responsibly, and provide IT with the necessary data to forecast future 
print fleet utilization.  

 HP Access Control Intelligent Rights Management—Easily assign access codes 
and device functionality to users to create a smarter, more efficient, more secure 
environment. Each device control panel reflects only the user's assigned capabilities. 
Record MFP usage details and route the data directly to your secure server. Then, 
access the data to determine the needs and policies of your organization based on 
actual results. 

 HP Access Control Intelligent Print Management—Create custom printing policies 
that enforce your enterprise’s cost-cutting goals, compliance needs and green 
initiatives. Assign duplex (two-sided) printing as the default to save paper, restrict color 
printing to only those users who need it, balance device use with automatic job routing, 
and educate users or enforce policies with opt-in/opt-out for any policy.  

 HP JetAdvantage Connect—Help save time and money by seamlessly leveraging 
existing IT network tools and policies to manage mobile printing. Users can securely 
print from a variety of smartphones and tablets—where and when they need to—with 
similar ease of printing as from a PC. 

 HP Access Control Secure Authentication—Protect your network print devices with 
robust authentication features that integrate with your existing network credentials (i.e., 
LDAP, Active Directory). Increase document security by requiring user authentication 
prior to printing, copying, emailing, or scanning at the device.  

                                                 
8 HP Access Control must be purchased separately. To learn more, please visit 

hp.com/go/hpac.HP JetAdvantage Connect must be purchased separately. To learn more, please visit 
hp.com/go/JetAdvantageConnect. 
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Print Security Services 

Get Help to Protect Your Devices, Data, and Documents 
Lean on the leader in IT security and print management, saving you time, costs and 
resources while improving your overall security posture. 

 Thorough evaluation of device, data and document security vulnerabilities 

 Custom security policy and plan creation 

 Support to implement your plan 

 Ongoing support: periodic reviews, audit support, and more 

 Governance and compliance support 

Key Services  

 Print Security Advisory Service—A three-day assessment and advisory engagement 
delivered by a credentialed HP Security Advisor. The advisor will work with customer 
stakeholders to assess the current print environment against industry standards, build 
a comprehensive print security policy based on business needs and best practices, 
and develop a plan to achieve improved security.  

 Print Security Implementation Service—HP CompTIA Security+ certified delivery 
technical consultants (DTCs) assist in deploying security features, often recommended 
from a Print Security Advisory Service. This may include deploying security settings, 
adding security enhancements like device certificates, and enabling syslogs to send to 
security incident and event management tools such as HP ArcSight or Splunk. 

 Print Security Advisory Retainer Service—HP Security Advisors can help prepare 
for an audit, periodically review their security plan, update security status to address 
constantly evolving threats, etc. on an ongoing basis. Customers may request this 
service at intervals that best suit their needs, which may be monthly, quarterly, or 
annually. 

 Print Security Governance & Compliance Service—Only HP offers a governance 
and compliance service that provides trained experts to manage print device security 
settings and identify potential issues. Experts perform regular security setting 
assessments and assume the administrative burden of compliance management. HP 
delivers this service to help clients sustain protections and avoid costly fines, assure all 
devices are in line with set policy, identify and monitor trends for suspicious activity, 
and provides monthly reports to demonstrate proof of compliance and update print 
security action plans. 

  



 

 
 

 

 
Page-9 

 

 

HP Secure MPS Layered Approach9 
HP Secure MPS makes it easy for clients to be confident in their print environment, set up 
with the strongest protection available in the industry and maintained over time to address 
evolving threats and compliance requirements.  

Figure 4.  HP is raising the bar to address customers’ security challenges by leveraging our 
security leadership and innovation through services, software and hardware. 

 

Best in Class Print Security and Manageability 
HP offers security like no one else. Our devices, solutions, and services provide the most 
secure printing infrastructure available. The experts agree: However, by virtue of its 
dominance and maturity in both the print and IT space HP is uniquely positioned to drive 
industry standardization and raise awareness of the risks of operating an unsecured print 
infrastructure.10 

HP has set the pace in the market at a time when cybersecurity threats are 
becoming more widespread and sophisticated. What sets HP apart from its 
competitors is its brand strength, which allows it to drive awareness of print 
security, along with its long-established expertise in security innovation and 
technology across both its print and PC products. 

 LouellaFernandes.com, "How printers can be a launchpad for malware 
attacks", Louella Fernandes, September 2017 

  

                                                 
9 Includes device, data and document security capabilities by leading managed print service providers. Based 

on HP review of 2015-2016 publicly available information on security services, security and management 
software and device embedded security features of their competitive in-class printers. For more information 
visit: http://www.hp.com/go/MPSsecurityclaims or http://www.hp.com/go/mps. 

 
10 Quocirca, "Print security: An imperative in the IoT era", Louella Fernandes, January 2017 
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Table 1. Side by side, HP offers more features and more security. 

 HP Xerox Lexmark Ricoh 
Konica 

Minolta 
Kyocera Canon 

Device Security  

Sure Start (BIOS protection 
with self-healing) 

X       

Whitelisting-loads only known 
code 

X X X X    

Run-time intrusion detection X  

Security policy deployment 
and remediation 

X  Partial     

Data Protection  

Access control X X X X X X X

Encrypted communications X X X X X X X

TPM availability X X X X

Integrated encrypted hard 
drives with security storage 
erase 

X X X Optional X X X 

Document Security  

Pull-PIN print solutions X X X X X X X

Counterfeit and fraud 
deterrent 

X X X X X X X 

Security Practices  

Professional Service – Print 
Security Compliance 
Assessment 

X X      

Professional Service – Print 
Security Compliance 
Management 

X       

A Committed Partner  
HP can support Purchasing Entities in developing a cohesive printing-security strategy to 
stay on the path to protection using HP Printing Security Advisory Services. This On-Site 
Security Advisory Assessment includes a set of services from credentialed security 
professionals that help organizations implement solutions to protect businesses all around 
the world. And our team of security specialists provides something that no other competitor 
does: more than 60 years of combined security expertise and seven deeply experienced 
and highly certified Printing Security Advisors.  

HP is committed at the highest levels to mutually successful partnerships with Purchasing 
Entities. Transforming their printers and multifunction devices into a secure environment is 
neither simple nor inconsequential. HP is well positioned to address the technology 
challenges associated with implementing protection, services, and solutions like no one 
else can. HP believes that no other supplier can match the breadth and excellence of 
experience, products, services, and new technologies that HP offers. 


